Nudopmanuonnas namsitka
JJIS 00y4aK0IIUXCH IS pasMenieHus Ha opunuaabHbIX UHTEpHET-pecypcax

C kaxaplM TOJOM MOJOJCKH B HMHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTHUBHBIX MoOJib3oBaTened Pynera. Mexnay tew,
MOMHUMO OTPOMHOTO KOJIMYE€CTBA BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
DTa maMsgTKa JOJKHA TOMOYb TeOe 0e30IMacHO HaXOAUThCS B CETH.

KomMribroTepHble BUPYCHI

KoMIIBIOTEPHBINT BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOTPaAMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononxeHne K 3TOMy, BUPYCBI MOTYT HNOBPEAUTH WJIM ITOJTHOCTBIO YHUUYTOXKHUTH
BCe (pailsibl U JaHHBIE, IOJKOHTPOJBHBIE NOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3amylleHa 3apaX€HHAsi MporpaMMa, a TaK)Ke MOBPEINUTh WIH AK€ YHHUUTOKUTH
OIEPAIOHHYI0O CUCTEMY CO BceMH (aiizamu B 1eJoM. B OONBIIMHCTBE cly4yaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozp! 3a1UThI OT BPEIOHOCHBIX IIPOrpamMM:

1. Hcnonb3yih COBpPEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, HMEIOIIUE
CEPBE3HBIM YPOBEHD 3aLIUTHI OT BPETOHOCHBIX IIPOTPAMM;

2. lloctosHHO ycTaHaBiuBail mnayTH (UU(QPOBBIE 3aAIUIATKH, KOTOPbHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha cBOEeM KOMIIBIOTEpPE TOJ TpaBaMH IOJb30BATENs, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil AaHTUBHPYCHBIE NIPOTPaMMHBIE IPOAYKTBI HW3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0as3;

5. Orpanuub pU3NUECKUM JOCTYI K KOMIBIOTEPY 7151 HOCTOPOHHUX JIMIL;

6. Mcnonb3yit BHEUIHHE HOCUTENU WH(OpMALNUU, Takue Kak (Iielka, JTUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBall KOMIBIOTEpHBIE (DAIIbI, MOMYYEHHBbIE U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlyulie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.



Cetun WI-FI

Wi-Fi - 370 He BUA Nepenavn JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OpeH/I,
mapka. Eme B 1991 romy HuaepiaHickas KOMIIAHUSI 3aperUCTpUpOBalia OpeH]l
"WECA", uro o6o3naugano cnoBocoueranue "Wireless Fidelity", kortopsrii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Harero BpeMeHHu Jomuia Apyras abopeBuaTypa, KoTopas SBISETCS TaKOU
Ke TexHomormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO MaHO C
HAMEKOM Ha CTaHJapT BBICIIMK 3ByKoBoW TexHuku Hi-Fi, uto B mnepeBoje
O3HayaeT '"BBICOKAsI TOYHOCTH'.

Jla, OecriaTHBIM UHTEPHET-AOCTYN B Kade, OTeNsIX U adponopTax sBIsSETCs
OTJINYHOM BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrHe sKCmepThl CUMTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He SBist0TCS O€30MaCHBIMU.

CoBeTslI 110 0€30MacHOCTH paboTe B 00mIeNOCTYHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro TuuHyI0 HHGOpMAIHIO Yepe3 oomenoctymabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBIIANM aHTUBUPYCHBIE TTPOrpamMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonb3zoBanun Wi-F1 oTtkmoun ¢yHkuuto "OOmumid J0CTynm K
¢daiinam u npuntepam". JlaHHas QyHKUOMS 3aKpbiTa MO YMOJYaHUIO, OIHAKO
HEKOTOpbIE MOJIb30BATENN aKTUBUPYIOT €€ ISl y100CTBA UCIIOIb30BaHUS B padoTe
Wi yueoe;

4. He wucnonws3yit myOmumunbii WI-FI nns mepemaum JIMYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3y#t ToJIbKO 3amuiineHHoe coeaunenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkiaroun dynakuio "Tloaxmouenne k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CorumanpHbIE CETH

CounasibHbI€ CETH aKTUBHO BXOJIAT B HAIly )KU3Hb, MHOTHE JIFOJIU paOOTaIOT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBan Musinapa 4ejioBek,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IIaHeThl. MHOTHE IOJIb30BATESIIN HE
MOHUMAIOT, YTO MH(OpMaIHs, pa3MelleHHas UMH B COITMAIBHBIX CETSX, MOXKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.



OCHOBHBIE COBETHI IO 0€30MTACHOCTH B COIMAIIBHBIX CETSIX:

1. Orpanuub cnucok Jmpy3edl. Y TeOss B JApYy3biX HE JIOJDKHO OBITh
CIIy4ailHbIX U HE3HAKOMBIX JIIOJICH;

2. 3amuinai CBOI YacTHYIO XU3Hb. He ykaspiBall maposiu, TeiaedOoHbI,
aipeca, JaTy TBOEr0 POXICHUS U JPYIyl0 JIMYHYIO  HHPOpPMAIHIO.
31I0yMBINUICHHUKA MOTYT UCITOJIB30BaTh JakKe HH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIHI;

3. 3amuiaid CBOIO pemyTaluio - JEpKU €€ B YHCTOTE M 3ajaBail cebe
BOIPOC: XOTEN ObI Thl, YTOOBI APYTHUE MOJIB30BATENN BUIETH, YTO ThI 3arpyKaeuib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHILIG C JIFOJAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE
peanbHOE MM U JPYTYIO JUYHYI0 WH(OPMAIUU: UM, MECTO JKHTEIIbCTBA, MECTO
y4eObl U poYee;

5. U36erait pasmemienus: pororpaduii B MaTEepHEeTE, r/ie Thl M300pakeH Ha
MECTHOCTH, I10 KOTOPOH MOKHO OIPEEITUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COLMAIBHON CETH HEOOXOJUMO HCIOJIb30BATh
CJIOXHBIE TIAPOJH, COCTOAIIUE U3 OYKB U IU(P U C KOJTUISCTBOM 3HAKOB HE MEHEE
8;

7. Jns comumanbHOW CETH, MNOYTBI M JAPYTHX CAWTOB HEOOXOIUMO
MCIIONB30BaTh pa3Hble mapoyiu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKH
MOJTy4YaT JAOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIC JICHBI'U

OJNEeKTpOHHbIE AEHBIU - 3TO OYEHb YAOOHBIM CHOCOO IuIaTexei, OAHAKO
CYLIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

DNEeKTPOHHBIE IEHbI'U MOSIBUIIUCH COBCEM HEAABHO M UMEHHO M3-3a 3TOT0 BO
MHOTHX TOCYyAapCTBax 0 CUX MOp HE MPOIMKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKIIMOHMPYIOT M O HUX YK€ IPOIKCAHO B 3aKOHE, TIe
UX Pa3AeNsAoT Ha HECKOJIBKO BUOB - aHOHMMHbIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs NpoBOIUTh onepauuu 0e3
uJeHTU(UKAIINK TI0JIb30BaTEINsI, @ B HECAHOHUMHBIX UICHTU(PUKAIIUN TTOJTh30BaTEIs
SBJIIETCS 0053aTEILHOM.

Takxke cienyer pas3iudyaTh DJIEKTPOHHbIE (UATHBIE JE€HbIW (paBHbI
rOCyJAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBI'M (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcCHOBHBIE COBETHI TIO 0€30TaCHOM padOTe C IMEKTPOHHBIMH JICHbraMU:

1. IlpuBsku Kk cuery MoOOWIBHBIN TenedoH. DTO caMblii YJHOOHBIN |
OBICTPBIN CMOCOO BOCCTAHOBUTH JOCTYN K cueTy. [lpuBsizannbiii TenedoH



MIOMOXET, eClu 3a0yAellb CBOM IUIaTEeXHBIA Mapojib WM 3alJellb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. Hcnonbp3yir onxHopasoBble mnaposu. Ilocne mepexoma Ha YCUIICHHYIO
aBTOpU3alLlMI0 TeOe y)Xe He OyIeT yrpokaTh ONAcHOCTh KpaKu WJIM IepexBara
IIJIATEKHOTO MAPOJIS;

3. BoeiOepu cioxHbiil maposb. [IpecTynHukam OyJeT He MpOCTO yraaarhb
CJIOKHBIN maposib. HagexHple maposm - 3T0 Mapoiau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTpOUYHbIE M MPOIMHUCHBIE OYKBBI, HUGPBHI H
HECKOJIBKO CMBOJIOB, TaKH€ KaK 3HaK JoJulapa, GyHTa, BOCKIMIATENbHbIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCILIb.

DJIEKTPOHHAS MTOYTa

DJIEKTPOHHAS I0YTa - 3TO TEXHOJOTHS U MPENOCTABISIEMBIE €0 YCIYTH IO
NEPECHUIKE U MOIYYEHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE paCIPENEsSIOTCS B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISIAUT
CJIEYIOIUM 00pa3oM; UMsI_T0JIb30BaTeNs(@uMs_oMeHa. Taxke Kpome nepeaadu
IIPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh NIEpe1aBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MACHOMN padOTe C AIEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh mNpaBUIIBHBINA MOYTOBBIM cepBHC. B HHTEpHETE €cTb
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE TI0BEPATH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTUHTE;

2. He yxa3pIBaii B IMYHOM MoYTe JIMUHYIO HH(pOopMmaruto. Hanpumep, myurie
BBIOpAaTh "My3bIKaIbHBIN  (panat@" unu "pok2013" BmecTo "Temal3";

3. HMcnonp3yil JIBYX3TAalHYH aBTOPH3aLMI0. JTO KOIJAa MOMHMO MapoJis
HY>KHO BBOJUTB KOJI, TPUCBLIAEMbIN 10 SMS;

4. BoiOepu clokHBIM TapoJib. JJI KaXXJ0Tro MOYTOBOTO SIIIMKA JIOJKEH
OBITH CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Ecmu ectp BO3MOXKHOCTH HAamMcaTb CaMOMY CBOW JIMYHBIA BOMPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTb;

6. Hcnosb3yil HECKOJIBKO TMOYTOBBIX SAMIUKOB. [lepBblid uisi 4YacTHOM
NEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aIpeC HE
HAJI0 UCTIOIB30BATh MIPU PETUCTPALIMU Ha OopyMax U calTax;

7. He oTkpbiBail (aiisibl 1 Apyrue BIOKEHUS B MHUCbMaxX )K€ €CIU OHH
NPUIILIA OT TBOUX Apy3el. Jlydille yTouHM y HUX, OTHPABISUIMA JIM OHU TeOe 3TU
(haisl;

8. Ilocne okoH4yaHust pabOTHI Ha MOYTOBOM CEPBHUCE MEPEN 3aKpPbITUEM
BKJIAJIKH C CAUTOM He 3a0y/1b HaXKaTh Ha "BeriTu".



KubepOyumMHr nin BUPTyaabHOE U3EBATEIBCTBO

KubepOymummar - mpecnefoBaHUE  COOOIIEHUSAMH,  COACPKAIIUMU
OCKOpOJIeHMS, arpeccuro, 3aIlyTUBaHUE; XYJIATAHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOEPOYIITUHTOM:

1. He Opocatics B 60ii. JIydmuii cmoco6: mOCOBETOBATHCS Kak ce0sl BECTH H,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHayajie yCHOKOUTbCs. Eciau Tbl
HaYyHEllb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OoJiblie
Pa3oXKeINb KOH(PIIHUKT;

2. Ynpasnsii cBoel kuOeppernyTauuei;

3. AHOHMMHOCTh B ceTu MHHMas. CylIECTBYIOT CIOCOOBI BBIACHHTH, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM,;

4. He crouT BeCTH XYyJIHUTaHCKUI 00pa3 BUPTyaJdbHOU xu3HU. MHTEpHET
¢ukcupyeT Bce TBOM JEUCTBUS M COXpaHAET MX. YAAIUTh UX OyJeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobnroait cBOM BUPTYyaIbHYIO Y€CTh CMOJIONY;

6. UrHopupyil eauHuuHblii HeraTtuB. (OIHOPa30BbIE OCKOPOUTEIBHbBIC
coOOmIeHUsT Jyylle WrHopupoBatb. OOBIYHO arpeccusi MpeKpamiaercss Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKM OTIPABKH COOOILIEHUH C
OIPENIECIICHHBIX aJPECOB;

8. Ecnu 1b1 cBUAeTens kubepOymnHra. TBou NeMCTBUS: BBICTYIIUTH IPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
NOAJIEPXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MoOubHBIN TenehoH

CoBpeMeHnHbIe cMapT(OHBI U TUIAHIIETHI COIEPKAT B ce0e BITOJIHE B3POCIBIi
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MMOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHME€ W TIOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TakK
WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ TMPAKTHUYECKH JOTHAJIH
HACTOJIbHBIE aHAJOTH, OJIHAKO pacHMpeHue (QyHKIMOHAla BIe4YeT 3a coOou
OOJBIIYIO CIIO)KHOCTH U MEHBIITYIO 3aIUIIIEHHOCTD.



Jlaneko He BCE MPOM3BOAMTENN BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIOLIUE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsl 0€301aCHOCTU MOOMIIBHOTO TesedoHa:

1. Hudero He siBisieTcs MO-HACTOSILEMY OecrulaTHBIM. byab ocTtopoxew,
BeJb Korja Te0e MpennaraioT OecraTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KAaKHe-TO IJIaTHBIE YCIIYTH;

2. Jymaii, npexnae yeM otnpaButb SMS, ¢oTo umm Buaeo. Thl TOYHO
3HAEIllb, I'/I€ OHU OYAyT B KOHEUHOM UTOre?

3. Heo0xoaumo 0OHOBIISTH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4. Ucnionb3yit aHTUBUPYCHBIE IPOIPaMMBI JIJIs1 MOOMJIBHBIX TEIE(POHOB;

5. He 3arpy»aii mpujio’)KeHUsI OT HEU3BECTHOTO MUCTOYHUKA, BEIb OHU MOTYT
COJEPIKATh BPEJOHOCHOE ITPOrPaMMHOE 00ECIIEUEHUE;

6. Ilocme TOro Kak Tbl BBIMAECHIL C CaWTa, TIA€ BBOAWI JIMYHYIO
nH(popMaluio, 3aiiiu B HACTPOIKK Opay3epa u yaanu cookies;

7. Ilepuomuyecku TMpoOBEpsii Kakue IUIATHBIE YCIYTM AKTUBUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOif HOMEpP MOOUIILHOTO TeIe(POHA TOJIBKO JIOASAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

9. Bluetooth momkeH ObITH BBIKJIIOUEH, KOTJa Thl UM HE ToJib3yembcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJAWH-UTPBI - OTO KPAaCOYHBIE, 3aXBaThIBAIOIIHE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3ajaHUs,
CpakaloTCsl ¢ MOHCTPAMHM M IIOJYYarOT OMNBIT. 33 YAOBOJBCTBUE OHU IUIATAT:
MOKYMNAaroT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce atm cpencrtBa uayT Ha MOAAEP)KAHUE W PA3BUTHE WIPHI, a TAKKE HaA
caMy O€30MaCHOCTb: COBEPIIECHCTBYIOTCS CHCTEMbI aBTOPHU3AI[MH, BBITYCKAIOTCS
HOBBIC TIaT4¥ (IIMGPOBBIC 3aIIATKU JJIs MPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTHU
CEPBEPOB.

B momoOHBIX Hrpax CTOMT oOmacaTbCsi HE CTOJIBKO CBOUX COIEPHHKOB,
CKOJIBKO Kpa)XM TBOErO IapoJisi, HAa KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3ALMHU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAyHTA:

1. Ecnu npyroii Urpok BeneT cels MI0X0 WM CO3JaeT Tebe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxanylicss agMUHHUCTpATOpaM WIPhl HA IUIOXO€ MOBEAEHUE 3TOrO



WUTPOKA, JKEJIATEIBHO MTPUIIOKUTH KAKAE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaiil inunyto nHGopMaluo B podaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait HeopuiinaabHble TTaTYH U MOJIBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;

7. Jlaxxe BO BpeMs HUIPbl HE CTOWUT OTKIKOYaTh aHTUBUpPYC. [loka TbI
UTpacllib, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

OUIIMHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHON Kpakel JeHEer U JOKYMEHTOB CEroJIHs y>K€ HUKOTO HE yIAMBUIIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUN 3J0YMBIIUIEHHUKH TEPEMECTUIIUCH B
WUHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " TIOOMMBIM" JIEIOM.

Tak mnosiBUIach HOBas Yrpo3a: WHTEPHET-MOILIEHHUYECTBA WA (DUIIUHT,
[JIaBHAsl LEJb KOTOPOTO COCTOMT B MOJYYEHUH KOH(PUIACHIMATBHBIX JAaHHBIX
MOJIb30BaTENICH - JIOTMHOB U maposieil. Ha anrnwmiickom si3pike phishing yurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoJib).

OcCHOBHBIE COBETHI IO 0OpHOE C QUITUHTOM:

1. Crenn 3a cBOMM akkayHTOM. ECiM ThI IOA03peBacib, YTO TBOS AHKETA
Obla  B3JIOMaHa, TO HEOOXOAMMO  3a0JOKUpPOBAaTh €€ U COOOIIUTh
aJIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii Oe30omacHble BeO-CaiiThl, B TOM YKCIIe, MHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonw3yit cioxHbie W pasHble Mapoiu. Takum oOpa3om, eciau Teos
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKH IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3JIOMaiM, TO HEOOXOAMMO MpPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE 100aBieHbl y T€OS B JIPY3bsX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO UMEHH OYJET pacchlIaThCs ClIaM M CChUIKHU Ha (PUITMHTOBBIE
CalThI;

5. YcranoBu Haaexubii napois (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKIIIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He otkpeiBaii (aitsibl U Apyrue BIOKEHUS B MUChMax JaKe €CIIA OHU
IOPUIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ATH
(baibl.

[Mudposas penyranus

[Mudposas penyramus - 3TO HEraTUBHAS WX MO3WTHUBHAs WHGOpMAIus B



cetu o Tebe. Kommpomerupyromass uHpopMaius pa3MelieHHass B HHTEPHETE
MOJKET CEphE3HBIM 00pa3oM OTpPA3UThCA HAa TBOEW peanbHOU xku3HU. "Llndposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN (popmupyeTcs u3 uHpopManuu o tedbe B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, Y4eObl, TBOE€ (PUHAHCOBOE TOJOKEHUE,
0COOCHHOCTH XapaKTepa M paccKasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K IyOJHMKaluy JIMYHON
uHpopMaiiuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX MocieAcTBUil. Thl maxke He
CMOJKeIIb IOrafaTbCsi 0 TOM, 4To ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
IPUYUHON OTKa3a NPUHATH TeOsI Ha paldoTy.

KommenTapuu, pazMenienre TBoux gororpaduil U Apyrue IeUCTBUS MOTYT
HE MCYE3HYTh JaXe I0CJE€ TOro, KaKk Thl MX yJajiullb. bl HE 3HACIIb, KTO
COXpaHWwI 3Ty HWHQPOpPMALMIO, IoNajga JU OHA B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIM OHA, a TJIABHOE: YTO MOAyMaloT O TeOe OKpY’)Karollee JIOJH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHOpMaALMIO MHOTO JIET CITyCTS CMOYKET
JAr000H - Kak U3 100pbIX NOOYKIEHUH, TaK U C HAMEPEHUEM MIPUYUHUTD Bpea. ITO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(GPOBOM pEIyTALNH:

1. [Togymaii, mpexae yeM 4To-To MyOJIMKOBATh U NEpeaaBaTh y ce0s B Oiore
WJIH B COIMAJILHOM CETH;

2. B nHactpoiikax npo¢uisi yCTaHOBU OTPAaHMYEHHS] HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero ToJabKO "1 Apy3eit”;

3. He pa3smemaii 1 He yka3biBail HHGOPMAIIMIO, KOTOPast MOXKET KOTro-JI1M00
OCKOPOJIATH MIIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMEHHbIE MIKOJPHUKA - AaKTHUBHBIC TMOJB30BaTeNd LU(POBOTO
npoctpaHcTBa. OQHAKO JajeKko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHUMHU
BO3MOXHOCTSIMH  Iu(ppoBoro  mMupa  TpebyeT coOmoneHHss TpaB  Ha
MHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEMIEKTyallbHas COOCTBEHHOCTH' OTHOCHUTCA K pPa3IMYHBIM
TBOPEHHUSIM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
dboTorpadpusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - ATO MpaBa HAa MHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha
IPOM3BENICHUSI HAYKH, JTUTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYMHAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKHIM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha



pe3ysnbTarax CBOEro TPyHAa, MOJYyYUTh W3BECTHOCTh W Npu3HaHue. Hukrto 0e3
pa3pelieHusi aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  NPOU3BENICHHE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJiaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO UCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WUIu
pasmemats B MHTEpHETE.

Hcnonp3oBanne "mUparckoro" MpOTpaMMHOTO  OOECIICUCHHUS MOXKET
MPUBECTM K MHOTMM pHUCKaM: OT NOTEPU JAHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKU TBOETO YCTPOMCTBA, IIe YCTAHOBJICHA HeJerajibHas nmporpamma. He
CTOUT TaKKe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE U O€CIIaTHBIE MPOrPAMMBI,
KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CeteBrUuOK.p( - TBOM TJIaBHBIM COBETUMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh
0 0€30MacHOCTH B CETU MOHSTHBIM U JIOCTYIHBIM SI3bIKOM, a MIPU BOSHUKHOBEHUU
KPUTUYECKON CHUTyallud OOPAaTUTHCS 3a COBETOM. A TaKkXe MPUHATH y4yacTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



